Ipunoxenne Nel. [lamsaTka nis1 o0yqaromuxcs 00 uHGpopMaNOHHOI 6€30NMACHOCTH JAeTel

HEJIb34

1.

Bcem mogpsia cooOmath CBOKWO YacTHYH HHGOpMAIMiO (HacTosimue uMmsl, (HaMuIuio,
tenedoH, aapec, HOMEp IIKOJbI, a Takke (GoTorpaduu CBOU, CBOEH CEMBHU U ApPYy3eil);

2. OTKpbIBaTh BIOKEHHBIE (hailsibl IEKTPOHHON MOYTHI, KOTJJa HE 3HACIllb OTIPABUTEIS;

3. TI'pyOuts, mpuaupaThCs, OKa3bIBaTh JaBICHHE — BECTH ce0sl HEBEIKIIMBO M arPECCHBHO;

4. He pacnopspkaiics JeHbraMu TBOEH ceMbM 0e€3 paspelleHHs CTapliuX — BCerjaa
CIIpallvBai pOaUTENEH;

5. He Bcrpeuaiics ¢ MHTEpHET-3HAKOMBIMU B PEAJIbHOW JKU3HHU - IIOCOBETYUCS CO B3POCIIBIM,
KOTOPOMY JI0BEpSICILIb.

OCTOPOXHO

1. He Bce mumyt npaBay. Yuraeums o cebe Hempasry B MHTepHeTe — coobuu 00 3ToM
CBOMM POJIUTENSIM UJTU ONIEKyHaM;

2. TlpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCS — IIPOBEPb, HET JIM MIOJIBOXA;

3. He3zakonHoe konupoBaHue (aitnoB B UHTepHETE — BOPOBCTBO;

4. Bcerna paccka3biBail B3pOCiIbIM O Mpo0eMax B CETH — OHM BCeria MOMOryT;

5. Hcnonw3yil HacTpoilku O€30MaCHOCTM M TPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
AKKayYHTBI B COLICETSAX U IPYTUX MOpTaIax.

MOXHO

1. VYBaxail Ipyrux mojib30BaTeeH;

2. Ilonp3yenibcst IHTEpHET-UCTOUHUKOM — J€JIall CCBIJIKY HA HETO;

3. OTkpbIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a NOMOILBIO B3POCIBIM — POJUTENIH, ONEKYHbI M aJMHUHHUCTpAlMs CAlTOB
BCEr/la IOMOT'YT;

5. Ilpoitnn oOyuenue Ha caiite «CeTeBHUOK» U TOJYYH MAacopT MUGPOBOTO rpaxk1aHrHa!



IIpuiaoxenne Ne2. UndpopmanmoHHass naMATKA 1JIs1 00yYAIOLINXCS /151 pa3MellleHUs] Ha
opunuansHbix UHTEpHET-pecypcax

C KaXXIbIM I'OJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTLCA 6OJ'ILHIC, a IIKOJIbHUKW OAHU H3
caMbIX aKTHBHBIX MoOJb30BaTenaeld PyHera. Mexay TeMm, MOMHMO OIPOMHOTO KOJIMYECTBA
BO3MO>KHOCTEM, MHTEPHET HECeT U MpoOjeMbl. DTa mamsTKa JOJKHA MOMOYb Tebe Oe30MacHo
HaXOJUTHCS B CETH.

Komnviomepnvie eupycul

KomnbroTepHblii  BUpYC — 3TO  pa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IPOTPaMM,
OTJIMYUTEIFHOH OCOOCHHOCTHIO KOTOPOHM SIBISIETCS CIIOCOOHOCTH K  pa3MHOXKEHHI0. B
JIONIOJTHEHUE K 3TOMY, BUPYCHl MOTYT MOBPEIUTh WJIM MOJHOCTBIO YHUYTOXUTH Bce (hailyibl u
JJAHHBIE, MOJKOHTPOJBHBIE IOJIb30BATENI0, OT MMEHU KOTOPOro ObUIa 3allyllleHa 3apax€HHas
OporpaMMa, a TakKKe MOBPEIUTh WM AaXKE YHUUTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BCEMHU
(aitnamu B 11es10M. B G0NBIIMHCTBE ClTydaeB pacpOCTPAHSAIOTCS BUPYCHI UEPE3 NHTEPHET.

MeTo/TbI 3aIUTEI OT BPEIOHOCHBIX IMPOTPAMM:

1. Hcmonb3yil coBpeMEHHBIE OINEpallOHHBIE CHCTEMbI, UMEIOIINE CePbE3HBINH YPOBEHb
3aITUTHI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycTaHaBnuBail madtu (IUQPOBBIE 3arIaTKU, KOTOPbIE aBTOMATHUYECKU
YCTaHABJIMBAIOTCS C LENBIO JOPaOTKM TPOTPaMMBI) M Jpyrue OOHOBJICHUS CBOEH
oTepaIoHHOM cucteMbl. CKkaunMBaii X TONBKO ¢ OQHUIIMATBLHOTO caiiTa pa3padoTynka
OC. Ecnu cymiecTByeT peskuM aBTOMATHYECKOTO OOHOBIICHUS, BKITFOYH €T0;

3. Pabotail Ha cBOeM KOMIBIOTEPE O] MPaBaMU MOJIb30BATENA, @ HE a[IMUHUCTPATOPA.
DTO0 HE MO3BONIUT OOJBIIUHCTBY BPEIOHOCHBIX MPOTPAMM WHCTALTUPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE MTPOTPAMMHBIE MPOTYKTHI U3BECTHBIX MPOU3BOAUTENCH, C

aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

Orpanunup pU3NUECKHU JOCTY K KOMIBIOTEPY AJIsi TOCTOPOHHUX JIHII,

6. Vcmonp3yil BHENTHUE HOCUTENN MHPOPMAITNH, TaKue Kak Quienka, TUCK Wi daii u3
WHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHBIC (HAMIIbI, TIOJYYCHHBIC M3 HEHAIEKHBIX MCTOYHUKOB.
Haxe Te (ailnpl, KOTOpble HpUCTad TBOM 3HAKOMbIM. Jlydmie yTouHM y Hero,
OTTPABIISII JIK OH TEOE HX.

N

Cemu WI-FI

Wi-Fi - 5T0 He Buj nepenayu JaHHBIX, HE TEXHOJOTHS, a BCETO JHIIb OpeH, Mapka. Emie
B 1991 rony nuzaepnanjackas xommanus 3apeructpuponana opens « WECA», uro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KoTopslii mepeBOAUTCS KaK «OeCIpOBOIHAS TOYHOCTH.

Jlo Hamiero BpeMeHM Jonuia apyras aOOpeBuarypa, KOTopas SBJISETCS TaKOH ke
TexHosoruei. Ito adbopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHAAPT
BBICIIHI 3ByKOBOU TexHukH Hi-Fi, uTo B mepeBoie 03HaUaeT «BBICOKAS TOUHOCTHY.

Jla, OecriaTHBIN MHTEPHET-IOCTYII B Kade, OTeNsAX M a’pomnopTrax SBISETCS OTIMYHOMN
BO3MOXXHOCTBIO BbIX0JIa B MHTepHET. HO MHOTHE AKCHEepTHl CYMTAIOT, YTO 001eaocTynHble Wi-

F1 cetu He ssBIArOTCS O0E€30IIaCHBIMU.

CoBetbl 0 0€30MacHOCTH paboTe B 00IIEIOCTYIHBIX ceTsiXx Wi-fi:



He nepenaBaii cBoio iauuHyro uH(popmanuio uepe3 oOuienoctymnHele Wi-Fi ceTu.
PaboTast B HMX, ’KeJaTelbHO HE BBOJUTH MapOJiM JIOCTYMNa, JOTMHBI U KaKHE-TO
HOMEDpA;

Vcnonb3yit 1 0OHOBIIAN aHTUBUPYCHBIE MPOrpaMMBbl U OpaHamayep. TeM cambIM Thl
obe3onacuib ce0st OT 3aKa4YKH BUPYyca Ha TBOE YCTPOICTBO;

ITpu ucnons3oBanun Wi-Fi otkmoun ¢ynkiuio «OO0mmit poctyn k ¢aitiam u
npuHTepam». JlanHas QYHKOUS 3aKpeiTa MO0 YMOJYAHUIO, OJHAKO HEKOTOpHIC
MI0JIb30BATENIM AKTUBUPYIOT €€ AJIs y00CTBa UCTIONIb30BaHus B paboTe min yueoe;

He ucnonp3yit my6muuneiii WI-FI nns nepenaum JUYHBIX JaHHBIX, HAIpUMED JUIS
BBIX0JIa B COLIMAJIbHBIE CETH UJIU B AJIEKTPOHHYIO MOUTY;

Wnone3yit Tonpko 3anuiieHHoe coeauHenue uyepes HTTPS, a uwe HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

B wmoOwneHOM Tenmedone orkmoun  pyHkuuio  «[lomkmouenme k- Wi-Fi
aBTOMaTHuyeckn». He nomyckail aBTOMaTHUECKOTO MOJKIIOUYEHHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusi.

COI/;uaﬂbele cemu

ConuasibHble CETH aKTMBHO BXOJST B Hallly >KU3Hb, MHOTHE JIOAU pabOTarOT U >KUBYT
TaM INOCTOsIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMAP]] Y€IOBEK, UYTO SBISETCS OJIHOU
cebMOM BceX KHUTeNel MiuaHeTbl. MHOTMe MOJb30BaTeNId HE MOHUMAIOT, YTO HHQpOpMaIus,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJJeHa M UCIOJIb30BaHa KEM YI'OJHO, B
TOM 4HCJI€ HE 00513aTENBHO ¢ O1aruMU HaMEPEHHSIMH.

OCHOBHBIE COBETHI IO 0E30IIACHOCTH B COLUAIBHBIX CETAX:

1.

2.

Orpanuub CHOUCOK Jpy3eil. Y TeOs B Opy3bsiX HE JODKHO OBITh CIy4YallHBIX U
HE3HAKOMBIX JIFOICH;

3ammiaid CBOIO 4YacTHYIO XKWM3Hb. He ykaswpiBaii maponu, TenedoHbI, aapeca, IaTy
TBOETO POXACHHUS W APYTYIO IUYHYI0 HHPOpMAIHIO. 3TOYMBINUICHHUKH MOTYT
UCIIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIAHUPYETE
MIPOBECTH KAHUKYJIbI;

3amuinaii CBO0 PemyTaIuio - JEPKHA €€ B YUCTOTE M 3aJ/1aBail cebe BOMpPOC: XOTeN OblI
ThI, 4TOOBI APYyTHE MOJH30BATEIU BUJEIH, YTO ThHI 3arpyxaemb? [logymaii, mpexae
9YeM YTO-TO OIyOJIMKOBaTh, HATUCATh U 3arPy3HTh;

Ecau Tl TOBOpHUIIB C JIIOBMH, KOTOPBIX HE 3HaEIlb, HE HCIOJIb3YH CBOE peabHOE
UMs U JIpYTYIO JIUYHYI0O UHGOpMAlMU: HMs, MECTO MXKUTENIbCTBA, MECTO Y4eObl U
npouee;

N3zberaii pazmenienus ¢potorpaduii B IaTepHeTe, rae Thl M300pakeH Ha MECTHOCTH,
10 KOTOPOI MOKHO ONPEEIUTh TBOE MECTOIOIO0KEHHUE;

[Ipu peructpanuu B COIMAIBbHON CETH HEOOXOAUMO UCIOIB30BaTh CIOXKHBIE MAPOJIH,
cocTosre u3 OyKB U IU(]pP U ¢ KOTUIESCTBOM 3HAKOB HE MEHEeE §;

JIyist conManbHOM CeTH, MOYTHl U APYTHX CAWTOB HEOOXOIUMO HCIIOJIB30BATh Pa3HbIC
naponu. Toraa ecnu TeOsI B3IOMAIOT, TO 3JI0YMBIIUICHHUKY TOTYYaT JOCTYI TOJBKO
K OJJHOMY MECTY, a HE BO BCE€ Cpasy.

Dnexmponnvle OeHveu

DNEeKTPOHHBIE JCHBI'M — 3TO OYEHBb YJIOOHBIN CIOCO0O TIaTeXeH, OJTHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIC XOTAT MOJYUUTH 3TU ACHBI'U.

DNEeKTPOHHBIE JI€HbIU MOSBUIUCH COBCEM HEJAABHO M MMEHHO HM3-32 3TOr0 BO MHOTHX
rocyAapcTBax 0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.



B Poccun xe OHM (QYHKIMOHUPYIOT MU O HHMX YX€ IPONUCAHO B 3aKOHE, Ile HX
pa3fensioT Ha HECKOJbKO BHJOB — AHOHMMHBIE UM HE aHOHMMHBIE. PasHumia B TOM, 4YTO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcss MpOBOJUTH orepanuu 0e3 HIeHTHU(UKALUU
TI0JTIH30BATEIS, @ B HEAHOHUMHBIX WACHTU(DUKAIINH MTOJTB30BATENIS SIBISICTCS 003aTEIbHOM.

Taxoke ciemyer pa3nuyarh JIEKTPOHHBIC (DUATHBIE JEHBIH (PaBHBI TOCYIApCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHbIE He(hUaTHBIC IEHbIU (HE PaBHBI FOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI IO O€30MaCHOM paboTe ¢ NEKTPOHHBIMU JICHbraMH:

1. TlpuBsbku K cueTy MOOWIBHBIA TeaeoH. ITO caMblii yAOOHBIH M OBICTPHII CIIOCO0
BOCCTAHOBUTBH AOCTYyN K cueTy. IlpuBs3aHHblii TenedoH MOMOXKET, eciau 3adyaeulb
CBOU IUIATEKHBIM MapOJib WK 3aUJE1Ib Ha CAUT C HE3HAKOMOI'O YCTPOKCTBA;

2. Hcnonw3yil onHopa3osble napoau. Ilocie mepexoma Ha yCHWIEHHYHO aBTOPH3ALUIO
Tebe yxe He OyAeT yrposkaTh OMAaCHOCTh KPa)kyl MITK TIepexBaTa IJIaTeKHOTO apoJis;

3. Broibepu cnoxublii mapoisib. IlpecTtynmHukam OyZeT He MPOCTO yrajarh CIOXKHBIN
napoib. HaznexHsle mapoiam — 3TO Mapojiu, KOTOPbIE COIEPKaT He MEHee § 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbIE U MPONUCHBbIE OYKBBI, IIU(PPBl U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK J1o/uiapa, GPyHTra, BOCKIHUIATEeIbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JMYHBIE TaHHBIE HA CaliTaX, KOTOPBIM HE IOBEPSICILIb.

aﬂeKmPOHHClﬂ nouma

DNeKTpOHHAs 0YTa — 3TO TEXHOJOTHUS U MPEOCTaBIsIEMbIE €10 YCIIYTH O MEPECHUIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIICHHI, KOTOPBIC PACHPENEINSIOTCS B KOMIBIOTEPHOW CETH.
OOBIYHO ~ DNEKTPOHHBIM  TOYTOBBIM  SIMIMK  BBIVIIAMT — CIEAYIOIIUM  0o0pa3oMm:
UMs_TIONB30BAaTESI(@UMsL_JoMeHa. Takke KpoMme TMepeJauyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTb IepeaBaTh (paisbl.

OcCHOBHBIE COBETHI 110 6€30MaCHOM padoTe € ANEKTPOHHON MOYTOM:

1. Hago BbIOpaTh NMpaBWIBbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBII BBIOOP
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle TOBEPSITh TEM, KOT'O 3HAEHIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3piBaii B TUYHOM TouTe JUYHYIO MH(popManmio. Hampumep, mydine BoIOpATh
«My3bIKaNbHBIN _(hanaT@» i «pok2013» BMecTo «remal3»;

3. Hcnonb3yi IBYXATalHYI0 aBTOPU3ALIUIO. DTO KOT/Aa TOMUMO MapoJisd HY>KHO BBOJIUTH
KOJI, IpuchLIaeMbIil mo SMS;

4. BpiOepu CIIOXHBIA Maposb. s KaXKa0oro MOYTOBOTO SIIUKA JTOJDKEH OBITh CBOM
HaJIXKHBIM, yCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXXHOCTH HamucaTh CaMOMY CBOHM JIMYHBIM BOIPOC, MCIOIB3YH 3TY
BO3MO>KHOCTB;

6. Hcnosb3yld HECKONBKO IMOYTOBBIX SIIIUKOB. [lepBbIid 111 4YacCTHOM NEPENUCKU C
ajpecaTaMM, KOTOPBIM Tbl JIOBEpsielllb. OJTO AJIEKTPOHHBIM aJpec HE HaJo
MCIOJIb30BaTh IPU PETUCTPaLUU Ha popyMax U caiTax;

7. He otkpbiBail (aiinbl U Apyrue BIOXKEHUS B MUChbMax JaXke €CIU OHHM MPULLUIH OT
TBOUX Apy3ei. Jlydle yTo4Hu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Daiiiibl;

8. Ilocne okoHuaHUs PabOTBI HAa IOYTOBOM CEPBHCE IEPE] 3aKPBITUEM BKJIAJIKU C
caiToM He 3a0ylb Ha)KaTh Ha «BBIATHY.



Kubepbyniune unu supmyanvnoe uzoesamenbcmeo

KubepOynnmuHr — mpecieoBaHUE COOOLICHUAMH, COJEpXKAIlUMHU OCKOpOJeHus,
arpeccuro, 3allyTuBaHKe; XYJIUTaHCTBO; COLIMAIBHOE OOMKOTUPOBAHHE C IMOMOLIBIO Pa3JINYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPbOE ¢ KNOEPOYIITUHIOM:

1. He Opocatiics B 6oii. JIyummii crioco0: TTOCOBETOBATHCS KaK CeOsl BECTH W, €CJIH HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHayalleé yCIOKOUThCS. Eciau Thl HauHeNIb
OTBEYATh OCKOPOJICHMSIMH Ha OCKOPOJICHHsS, TO TOJBKO eIlie OOJIbIIe pPa30oXiKellb
KOH(JIHKT;

2. Vupasnsi cBoel kuOeppemnyTaiunei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIIECTBYIOT CHOCOOBI BBIICHHTb, KTO CTOHT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyJIUTAHCKHUI 00pa3 BUPTyaabHOU Ku3HU. UHTEpHET PUKCUpPYET BCe

TBOU JICHCTBUS U COXPAHSICT UX. Y JAIUTh UX OyJeT KpaitHe 3aTpyAHUTEIIBHO;

Cobmrofait cBoOii BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyit enauHuuHbI HeraTuB. OJHOpPa30BbIE OCKOPOMUTENBbHBIE COOOIECHUS
myure urHopupoBaTh. OOBIUHO arpeccus MpeKpamaeTcs Ha Ha4allbHOM CTaIui;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIIEHUSIMHU, B COLIUATTBHBIX
CeTSIX €CTb BO3MOXKHOCTh OJIOKMPOBKH OTIPaBKU COOOIIEHUI C OMpeaeTeHHbIX
aZpecoB;

8. Ecim Tel cBugerens kuOepOymiauHra. TBoW JAEWCTBUA: BBICTYNUTh TMPOTHB
npecieaoBareis, MOKa3aTh €My, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETaTUBHO,
MOJAJEPKaTh KEPTBY, KOTOPOW HYy»XHA TIICHUXOJIOTMYECKas TIOMOIb, COOOIIUTH
B3pOCIIBIM O (haKTe arpecCUBHOTO MOBEACHUS B CETH.

9]

Mobunvubiii menegon

CoBpemennble cMapT)OHBI M IUIAHLIETHI COJAEPKAaT B cebe BIIOJIHE B3POCIBIHA
(YHKLIMOHAJ, M Tenepb OHM MOIYT KOHKYpUpPOBaThb CO CTallMOHAapHBIMHU KOMIIBIOTEPAMHU.
OpnHako, CpeACTB 3aIUTHI IS TIOJOOHBIX YCTPOMCTB MOKa O4eHb Mano. TecTupoBaHHE U TIOMCK
yS3BUMOCTEM B HUX IPOUCXOOUT HE TaKk MHTEHCHUBHO, Kak mis IIK, To ke camoe kacaercs n
MOOMJIBHBIX TPHIIOKEHHH.

CoBpeMeHHbIE MOOUIIbHBIE Opay3epbl y)Ke MPAaKTUYEeCKH JOTHAIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacHMpeHne (yHKIMOHAJA BieYeT 3a CO0O0M OOJIBIIYI0 CIIOKHOCTh W MEHBIIYIO
3alllUIIICHHOCTD.

Jlaneko He BCe MPOU3BOJUTENM BBHIMYCKAIOT OOHOBICHUS, 3aKPHIBAIONINE KPUTHUECKUE
YSI3BUMOCTH 171l CBOMX YCTPOMWCTB.

OCHOBHBIE COBETHI JIs1 6€30MacCHOCTH MOOMIIBLHOTO TeneoHa:

1. Hwuuero He sIBIsSIeTCS TMO-HACTOSIIEMY OecCIUlaTHBIM. ByaIb OCTOpOXeH, Bedb KOTraa
Tebe mpeasiaratoT OECIUIATHBIM KOHTEHT, B HEM MOTYT OBIThb CKpBITHI KaKHE-TO
IUTATHBIE YCITYTH,

2. Hywmaii, npexae yeM otnpaButb SMS, poro wim Bumeo. Thl TOYHO 3HACIIB, TI€ OHU

OyayT B KOHEUHOM UTOTE?

Heo6xoamumo 0GHOBIIATE OMEpalliOHHYI0 CHCTEMY TBOETO CMapT(OHa;

4. HWcnonw3yil aHTUBHPYCHBIE MPOTPAMMBI JJI1 MOOUIIBHBIX TeNe(hOHOB;
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5. He 3arpy:xail nprIOKEHUS OT HEU3BECTHOTO UCTOYHUKA, BEAb OHU MOTYT COIEP/KATh
BPEIOHOCHOE NMPOrpPaMMHOE 00eCTIeYeHHE;

6. Ilocne Toro xak Thl BBIJENIb C caiiTa, TJ€ BBOAWI JIMYHYIO MH(POpPMAIUIO, 321 B
HACTpOIiKu Opay3epa u ynanu cookies;

7. llepnonnyecku NMpoBEpsN KaKUe IUIATHBIE YCIIYyI'M AKTUBUPOBAHBI HA TBOEM HOMEpE;

8. JlaBaii cBOM HOMEp MOOWJIBHOTO Tese()OHA TONBKO JIFOJSAM, KOTOPBIX Thl 3HACllb U
KOMY J0BEpsICIIb;

9. Bluetooth nomkeH ObITh BBIKJIIOYEH, KOTZIa Thl UM He MoJb3yembcs. He 3a0ObiBaii
MHOT/1a IIPOBEPSTH 3TO.

Online uepot

COBpGMCHHI;IG OHHaﬁH-HFpBI — OTO KpaCOYHbIC, 3axXBaTbIBAIOIIWC Pa3BJICUCHUA,
06’LG,HI/IH5{IOH_[I/IG COTHH TBICAY YCJIOBCK II0 BCEMY MUDY. I/IrpOKI/I HCCIICAYIOT I[aHHBII‘/JI UM MUp,
06IIIaIOTC$I ApPYyr € ApYyTrOM, BBIIIOJHAIOT 3aJaHHA, CpaXaroTCsa ¢ MOHCTpaMU W MOJYy4YarOT OIIBIT.
3a YAOBOJILCTBUC OHHU IUIATAT: TOKYIIAOT AWUCK, OINIAYHWBAIOT a0OHEMEHT WU an/Io6peTa10T
KaKue-T1O OIIHHU.

Bce »tH cpenctBa uayT Ha MOJJAEpKAHME W pa3BUTHE WIPBl, a TaKXKE Ha camy
0€30IaCHOCTh: COBEPILICHCTBYIOTCSI CHCTEMBbl aBTOPU3AIMM, BBIIYCKAIOTCS HOBBIE MaT4dl
(undpoBbIe 3aMIaTKU A1 IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[06HI)IX HUrpax CToOUT OmacarbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXKu
TBOCTO MMapoOJid, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3alluN OOJIBIIIMHCTBA urp.

OcCHOBHbBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecnu apyroii urpok BeaeT cels II0X0 MM CO3JaeT Tebe HEMPUATHOCTH, 3a0I0KUpyi
€ro B CIIMCKE UTPOKOB;

2. lloxamyiics agMHHHMCTpaTOpaM MWIpbl Ha IUIOXO€ IIOBEJAEHHUE JTOI0 HWIPOKA,

KEJIaTeIbHO IPHUJIOKUTH KaKHE-TO JOKA3aTEeNIbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyto nHpopmaluio B mpodaiisie urpsr;

VYBaxall Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeouIIMaIbHBIE TATYU U MOJBI;

Hcnosnb3yii C10KHBIE U pa3HbIE TTAPOJIH;

Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYATh aHTUBHpYC. Iloka ThI Mrpaems, TBOR

KOMIIBIOTEP MOTYT 3apa3uTh.

NownkEwWw

Dunune unu Kpaosica TU4Hblx OaHHbIX

OOBIUHON Kpakel JEHEr W JOKYMEHTOB CETOJHS YK€ HHKOTO He yAuBHUIIb, HO ¢
paSBI/ITI/IeM I/IHTepHeT-TCXHOHOF HfI 3HOYMBII_HJIGHHI/IKI/I HepeMeCTI/IJII/ICB B I/IHTepHeT, nu
MIPOJIOJDKAIOT 3aHUMATHCS «TTFOOUMBIMY JIETIOM.

Tak mosiBHIIach HOBasi yrpo3a: HHTEPHET-MOIICHHHYECTBA WIIM (DUIIUHT, TJIABHAS IEJb
KOTOPOro COCTOUT B IMOJYYCHHUU KOH(bI/I,Z[eHLII/IaJIBHLIX JAaHHBIX OJIL30BaTeIeil — JIOTHHOB U
naposieii. Ha anrnuiickom si3pike phishing unraercs kak ¢ummuar (ot fishing — peiOHas OB,
password — mapois).

OcHOBHBIE COBETHI IO OOPHOE ¢ HUIIMHTOM:

1. Crmenu 3a cBOMM aKkkayHTOM. Eciu Thl mojo3peBaelib, 4TO TBOS aHKeTa ObLTa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMpOBaTh €€ M COOOLIUTH aAIMHHUCTPATOpaM
pecypca 00 3TOM KaK MOKHO CKOpeEe;



2. Hcnonw3yii Oe3omacHble BeO-CaliThl, B TOM 4YHCIIe, HHTCPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Hcmonp3yii CIIOKHBIE W pa3HbIe Mapoyid. TakuM oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3MOYMBIIIJICHHUKH MOTy4YaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecnu T1ebs B3IOMalId, TO HEOOXOOUMO MPEIyNpeauTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIC JO0ABJICHBI Y TEOS B JIPY3bsIX, O TOM, YTO TE€OS B3JIOMAIU M, BO3MOXKHO, OT

TBOETO UMEHH OyJIeT pacChIaThCS CIaM U CCHUTKU Ha (DUIIIMHTOBBIE CATHI;

Ycranosu HaaexHbIH mapois (PIN) Ha MoOuIbHEIN TenedoH;

OTkir0uM coxpaHeHHe mapodsi B Opaysepe;

7. He otkpbiBail Qaiibl U ApyTrUe BIOKEHUS B MUChMax JaK€ €CIU OHU MPHUIUIA OT
TBOUX Jpy3ei. Jlydllle yTOUHU y HUX, OTHPABIISUIA JIU OHU TeOe 3TH (paiiibl.

SANNG

Lugposas penymayus

Hudposas pernyTauus - 3TO HEraTUBHAsl WIM MO3UTHUBHAs MH(pOpMAIMI B CETH O Tebe.
Komnpomerupytomas wHpopMmanus pa3MelieHHass B MHTEPHETE MOXET CEpbe3HBIM 00pa3oM
OTpa3uTbcs Ha TBOeH peanbHOH xu3HU. «L{udpoBas pemyramus» - 3T0 TBOW UMHJIK, KOTOPBIN
dopmupyercs 3 HHPoOpMaIuu O TeOE B UHTEPHETE.

TBoe MecTo JKHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapaKTepa
¥ paccKasbl 0 OJM3KUX — BCE ITO HAKATUTUBAETCS B CETH.

MHorue noJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJUKalMU JIUYHONW MH(POpPMALUU B
WNHTepHere, HE MOHMMAasi BO3MOXKHBIX MOCIEACTBUI. Thl 1axe He CMOXKEIb JOrajaTrbCs O TOM,
yTo oTorpadusi, pazMelieHHas 5 1eT Ha3a, cTajla IPUYNHONW OTKa3a MPUHATH T€0s Ha paboTy.

KommenTtapum, pasmemienne TBOMX Qororpaduii W apyrue JCHCTBUA MOTYT HE
UCYE3HYTh JaXK€ IOCJIE€ TOro, KaKk Thl MX YJaJIWlb. Tbl HE 3Haellb, KTO COXPAHWI 3Ty
uH(OpMaIMIO, MOMNaJia JU OHA B MOMCKOBBIE CUCTEMBl U COXpPAHWJIACH JIU OHA, a TJaBHOE: YTO
NOJYMAIOT O TeOe OKpyXKarollee JIOAU, KOTOpble HailxyT M yBUIAT 3T0. Haiitu undopmaruro
MHOTO JIET CITyCTS CMOXKET JIo00H — Kak M3 J0OphIX MOOYXICHWHA, TaK U C HaMEpPEHUEM
NPUYHHUTH Bped. ITO MOKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI IO 3aIIUTE IIU(PPOBOI pemyTaIlH:

1. Tlomymaii, mpexae uyeM 4To-TO IMyOJWKOBAaTh M IepeaaBaTh y ceOsi B Oyore wid B
COLIMAJIbHOM CeTH;

2. B nHacTpoiikax npoduis yCTaHOBH OTPAaHUYCHUS HA MPOCMOTP TBOETO MPOGUIIS U €T0
COJIEPKUMOT0, CHIEJIall €ro TOJIBKO «UIS APY3€i»;

3. He pa3meniaii u He yka3biBail HHPOpPMAIIUIO, KOTOPAsi MOXKET KOTO-IN00 OCKOPOJIATH
WA OOVKATh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJIBHUKM— AaKTHUBHBIC IMOJB30BaTeIM LHU(POBOTO IMPOCTPAHCTBA.
OpnHako Janeko He BCce 3HAIOT, YTO ITOJIb30BAHME MHOTHMMH BO3MOXKHOCTSIMH LHU(POBOTO MHpPA
TpeOyeT cCOOMI0CHUs IPaB Ha UHTEIUIEKTYJIbHYI0 COOCTBEHHOCTbD.

TepMI/IH CMHTCJIJICKTYAJIbHAd CO6CTB€HHOCTB» OTHOCUTCA K Ppas3IMdYHbIM TBOPCHUAM
YeJI0BEUYECKOr0 yMa, HauMHas ¢ HOBBIX M300pPETEHUI M 3HAKOB, 0003HAYAIOIMINUX COOCTBEHHOCTh
Ha TPOAYKTHl M YCIyTM , W 3aKaHUYMBas KHUTaMH, (oTorpadusimu, KUHOPWIBMaMH U
MY3BIKaJIbHBIMH MTPOU3BEICHUSIMHU.



ABTOpCKHE IIpaBa — 3TO NpaBa Ha MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HaYKH, JINTEPATypbl U UCKyCcCTBA. ABTOPCKHUE ITpaBa BHICTYNAIOT B KAUE€CTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyJ aBTOpa He OyAeT HampacHbIM, JAaCT €My CIpaBeAIUBbIC
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOEro TPYyJAa, NOJYYUTh U3BECTHOCTh U NMPU3HAHUE.
Huxkro 6e3 pa3penieHust aBTopa He MOKET BOCIIPOU3BOIUTD €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JI€MOHCTPUpPOBATh, MPOJAABATh, HUMIOPTHUPOBATh, IyCKaTh B IMpoOKaT, MyOIMYHO
UCTIOJIHATD, TOKa3bIBATh/UCHIOIHATh B 3pUpe UK pa3memiaTs B IHTepHeTe.

Vcnonb30BaHue «IUPATCKOTr0» MPOrPpaMMHOT0 00ECIeYeHUsI MOXKET MPUBECTH K MHOTUM
pUCKaM: OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJOKMpPOBKHM TBOEIrO YCTpPOWMCTBa, IJi€
YCTAHOBJICHHBII He JierajgbHas mnporpamMma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajabHble U OecIIaTHbIE IPOTrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopmarne

CereBnuok.p) — TBOH TJIaBHBIA COBETYHMK B CETH. 3AECh THl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETH MOHATHBIM W JIOCTYMHBIM SI3bIKOM, a MPU BO3SHUKHOBEHHU KPUTHUYECKOM
CUTyaluu oOpaTHTbCA 3a COBETOM. A TakKe NMPHUHSITHh ydacTHE B KOHKypcaxX M CTaTb CaMbIM
UG POBBIM TpakJaHUHOM !



IIpunoxenne Ne3. IlamsaTka 1J1s1 poauTesieil 00 uHGpoOpMAIMOHHOI 6€30NMACHOCTH JeTeil

Omnpenenenue TepMuHa «HMH(OpMAIMOHHas O€30HMacHOCTb JeTei» COIEepKUTCA B
OenepanpHoM 3ak0HE Ne 436-D3 «O 3ammre aereid oT nHGOPMAIMK, TPUIHHSIONEH Bpea HX
3M0POBBI0 U Pa3sBUTHIO», PETYJIHPYIOINIMM OTHOLICHUS, CBS3aHHBIC C 3allUTOW JETed OT
UHPOPMALINH, IPHYUHSIONIEH Bpe/] UX 3A0POBBIO U (MiH) pa3BuTHI0. COTIaACHO JAaHHOMY 3aKOHY
«uHpOpMaIoHHass 0€30MacHOCTh JIETel» - 3TO COCTOSHHE 3aIUIICHHOCTH, MPU KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIM C NpPUYMHEHHWEM HHQOpMalMed Bpena MX 370pPOBbIO0 U (WJIN)
du3HyecKoMy, ICUXUYECKOMY, TyXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.

B

cuny PenepanbHoro 3akoHa Ne 436-O3 wundopmanuel, NpUUMHSIONIEH Bpen

3I0POBBIO U (WJIM) PA3BUTHIO JACTEH, SIBISETCS:

1.
2.

(98]

8.
9.

WHpOpMaLs, 3anpeIIeHHast U PaCpOCTPAHCHUS CPEIH IETEH;

uHpOpMaLKs,  pacIpOCTpaHEHHE  KOTOPOH  OTpaHMYeHO  cpend  JIeTel
OIIPEJICIICHHBIX BO3PACTHBIX KATETOPHIA.

K nndopmanuu, 3anpemeHHon s pacipoCTpaHeHHsI CPEeIU IeTei, OTHOCUTCS:

uHpOpMaIs, MOOyKIaromas JeTeil K COBEPIICHUIO JCHCTBHM, MPEACTABIISIFOIINX

YTpo3y MX KU3HU U (WJIH) 37J0POBBIO, B T.U. IPUUYMHEHHUIO Bpe/ia CBOEMY 3/I0POBBIO,

caMOyOHICTBY;

CIOCOOHOCTh BBI3BAaTh Y JETEH JKeJlaHWe YMOTPEeOMTh HAPKOTHUYECKHE CPENCTBA,

NCUXOTPONHBIE ¥ (WIHM) OJypMaHHWBAKOIIUE BEIIECTBA, Ta0a4yHbIC W3ICIHS,

AIKOTOJIBHYI0 W CIUPTOCOJACPKAIIYyI0  MPOAYKIHIO, THUBO W  HAIWTKH,

M3rOTaBJIMBaEMbIC HAa €r0 OCHOBE; MPUHATH YYaCTUE B a3apPTHBIX MIPax, 3aHUMAThCS

MPOCTUTYIHEH, OPOISHKHIYECTBOM HITH TIONPOIIAHIYECTBOM;

O00OCHOBBIBAIONIAS WJIM ONpPAaBIbIBAIONIAsl JOMYCTUMOCTh Hacwius ©  (WIH)

KECTOKOCTH JIMOO0 TOOYXJaromiasi OCYLIECTBIATh HACHJIBCTBEHHBIC JEHCTBHSA 10

OTHOIICHHUIO K JIFOJISIM U )KHBOTHBIM;

OTpHLIAIONIAs CEMEIHbIE IIEHHOCTH U (OpMHpYIONIasi HEYBAXEHUE K POAMTENSAM U

(WIH) IPyruUM 4JICHaM CEMbH;

OIpaBJIbIBAIOIIAs IPOTUBOINIPABHOE TTOBEICHUE;

coJiepKaiasi HeleH3ypHYI0 OpaHb;

10. coneprkaias HHPOPMALIUIO TOPHOTPAPHUECKOTO XapaKTepa.

K undopmanuu, pacrnpocTpaHeHHe KOTOPOW OTPaHUYEHO CPEIH JETeH ONpeAesCHHOTO
BO3pPacTa, OTHOCHUTC:

1.

4,

uHpOpMaLus, MpeacTaBisieMas B BUAE M300paKCHUS WM OMHCAHHS KECTOKOCTH,
¢uzmdeckoro W (WIM) TICUXMYECKOTO HACWIMS, TPECTYIUICHHUS WIH HWHOTO
aHTHOOIIECTBEHHOTO ICHCTBUS;

BbI3bIBAIONIAsl y JIeTell cTpax, y»ac WM MaHUKy, B T.4. MpEACTaBlisgeMas B BUJC
n300pakeHNs] WM ONMMCAaHUS B YHIDKAIOIIEH YeIOBEUeCKOe JIOCTOMHCTBO (opme
HEHACWJIbCTBEHHON cMepTH, 3abosieBaHMs, caMOyOMICTBA, HECYACTHOIO Ciydas,
aBapu¥ WM KaTacTpodsl U (WIK) UX MOCIEACTBUH;

npejcTaBisieMas B BUIE€ U300paKEHUS! WM OMKCAHUS TMOJIOBBIX OTHOLICHUN MEXITy
MY KYMHOU U KEHIIUHOW;

cozieprkaiiasi OpaHHbBIE CIIOBA U BHIPAKEHUSI, HE OTHOCAIIMECS K HEIIEH3ypHOU OpaHu.

C yderoMm sToro Bam mpenmararoTcst mpaBmia paboThl B ceTd IHTEpHET IJIsl pa3IMIHbIX
BO3PACTHBIX KaTEropuid, COOJIIOJEHHE KOTOPBIX II03BOJUT O0ECIeYUTh HHPOPMALHNOHHYIO
0€30I1aCHOCTH BaIlX AETEN.

Obwue npasuna ona pooumerneti



1. He3aBucuMo 0T Bo3pacta peOEHKa UCHONb3YyHTe MporpaMMHOE obOecredeHue,
noMoraromiee QUIbTPOBaTh M KOHTPOJIMPOBATH HH(OpMAIMio, HO HE Tojaraitech
HOJIHOCTBIO Ha Hero. Barie BHuMaHue K peOeHKY - IJIaBHBIA METO/ 3alUTHI.

2. Ecnm Bam peGeHOK MMeeT akKayHT Ha OJHOM M3 conuanbHbIX cepucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMaTeNbHO H3YYUTE, KaKyl HH(OPMAIIHIO
MIOMEIIAIOT €T0 YYaCTHUKH B CBOMX Mpoduisix u O1orax, Bkitovas potorpaduu u BUACO.

3. IlpoBepbTe, C KAKMMU APYTUMH caiiTaMu CBsi3aH COLMaibHBIN cepBuc Bamiero pebenka.
Crpanunuku Bamiero peberka MoryT ObITh 0€30aCHBIMU, HO MOTYT U COJIEPKATh CChUIKU
Ha He)KeJaTelbHble W ONAacHble CailThl (Hampumep, MOPHOCAUT, WM CalfT, HA KOTOPOM
Jpyr yHOMHHaeT HoMep coToBoro tenedona Bamero pebenka mnu Bam nomamrnuit
azapec)

4. Tloowpsiite Bamux nereit cooOmark 000 BCEM CTpaHHOM WJIM OTTAJIKMBAIOIIUM U HE
CJIMIIKOM OCTPO pearupyiTe, Korja OHHU 3TO JeNaroT (M3-3a ONaceHUsl MOTEPSITh JOCTYI K
WNHTepHery netn He TOBOPAT POIUTENSAM O HpobiieMax, a Takke MOryT HayaTh
UCIIO0JIb30BaTh MIHTEpHET BHE A0Ma U IIKOJIbI).

5. Bymere B Kypce cereBoii u3HM Bamrero pebenka. MHTepecyiiTech, KTO UX Ipy3bs B
WHTEepHeT Tak ke, Kak MHTEPECYeTeCh pealbHbIMU JIPY3bsIMH.

Bospacm om 7 0o 8 nem

B Untepuere pebeHOK cTapaeTcs MOCETUTh T€ WM WHBIE CAMTHI, 2 BOBMOXXHO U YaThl,
paspelieHre Ha MOCEIIeHHEe KOTOPhIX OH HE MOJMydms Obl OT poxuteneil. [loaTromy pomuremnsim
OCOOCHHO TIONIE3HBI OYyAYT TE€ OTYEThl, KOTOPbIE MPENOCTaBISAIOTCA MPOTPaMMaMH IO
OTpaHMYEHUIO HcCIoNb30BaHUs MHTepHeTa, T. €. PonuTenbckuil KOHTPOJIb WM TO, YTO BbI
CMOJKETEe YBHJIETh BO BpeMEHHBIX (ailnax. B pesynbrare, y peOeHka He OyIeT OIIYIICHHUS, YTO
32 HUM BEAETCS MOCTOSHHBIA KOHTPOJIb, OJHAKO, POAUTENN OyAyT MO-TPEKHEMY 3HATh, KaKue
caiiTel mocemnaetr ux pedeHok. Jletn B JaHHOM Bo3pacTe 00JadatoT CUJIBHBIM YYBCTBOM CEMBH,
OHU JIOBEPUMBBHI M HE COMHEBaIOTCS B aBTopuTeTrax. OHU JIOOAT WUrpaTh B CETEBbIE HIPHI U
MyTELIEeCTBOBATh 10 MHTepHeTy, NCHONb3ys ANEKTPOHHYIO MOYTY, 3aXOAUTh Ha CAalWThl U YaThl,
HE PEKOMEHI0BAHHBIE POJIUTEISIMH.

CogeTsl 1o Oe3onacHoCTH B cetu IHTepHeT Aiis aeteid 7-8 et

1. Co3paiiTe CMCOK AOMANIHUX MPaBWI MocelieHuss MaTepHera npu ydyactuu AeTed U
TpeOyiTe ero BBITIOTHEHUS.

2. Tpebyiite ot Bamero peOGeHka cOOJIOACHHS BPEMEHHBIX HOPM HAXOXICHHUS 3a
KommnbioTepoM. [lokaxure pedeHky, uro Bel HaOmonaeTe 3a HUM He MOTOMY 4TO Bam
3TO XO4YeTcs, a moToMy 4To Bbl Oecrokoutech 0 ero 6€30MacHOCTH U BCErJa FOTOBBI
€My MOMOYb.

3. KommbroTep ¢ noakimoueHneM K MHTepHeTy HOKeH HaXOAUThCS B 0OIIel KOMHATE
IO/l IPUCMOTPOM POJUTEIIEH.

4. Hcnonb3yiTe cienuaibHbIC ETCKUE MOUCKOBBIE MAIIIMHBI.

5. Hcnonp3yiite cpencTBa OJIOKMPOBAHUS HEXKEIATEIPHOTO KOHTEHTA KaK JOMOJHEHUE K
CTaHAApTHOMY PoAMTENbCKOMY KOHTPOJIIO.

6. Co3pmaiiTe CEeMEWHBIN SIEKTPOHHBIA SIIHUK, YTOOBI HE TO3BOJIUTH IETSIM HMETh
coOCTBEHHBIC aapeca.

7. bnokupyiiTe nocTyn K caiitaM ¢ OeCIUIaTHBIMHU MOYTOBBIMH SIIIMKAMH C ITOMOIIBIO
COOTBETCTBYIOIIETO MPOrPaMMHOT0 O0eCTIeUeHUsI.

8. Ilpuyumte pereii coBeroBaTbcs ¢ Bamm mepen omyOnIMKOBaHMEM KakOH-1100
nH(GOpPMallMK CPEICTBAMU DJIEKTPOHHOM IMOYTHI, YAaTOB, PETUCTPALMOHHBIX (GOpPM H
npoduieit.



10.
11.

12.

13.

14.

Hayuure npereit He 3arpyxarb ¢ailfibl, MporpaMMbl WJIM MY3bIKy 0O€3 Baliero
COIJIACHS.

He paspermmaiite neTsiM HCIIOIB30BaTh CITY>KOBI MTHOBEHHOTO OOMEHA COOOIIICHHSIMH.
B «0enblity criucok caldToB, pa3pelIeHHbIX AJIS HOCEIIEHUs, BHOCUTE TOJIBKO CalTHhI ¢
XOpOILIEeH peryTanuen.

He 3a0bIBaiiTe OecenoBaTh ¢ AeThbMHU 00 UX ApY3bsiX B MIHTepHeETe, Kak eciau Obl pedb
ia o IPy3bsSxX B PEaTbHON KU3HU.

He nenaiite «taOy» U3 BOIPOCOB MOJIOBOI *KM3HU, Tak Kak B IHTepHETE NeTH MOTYT
JIETKO HATKHYTHCS Ha MOPHOTPA(UIO WITA CAUTHI «JIJIsI B3POCIIBIX).

[Tpuyunte Bamero peOeHka cooOwmarh BaM O JIOOBIX yIrpo3ax WM TPEBOrax,
cBs3aHHbIX ¢ HTepHeTOM. OcTaBaiiTech CIIOKOMHBIMU U HATIOMHUTE AETAM, YTO OHU
B 0€30IIaCHOCTH, €CJIH CaMM pacCKa3ajd BaM O CBOMX TpeBorax. IloxBamuTte ux u
MOCOBETYITE MOJOUTH €eIIle pa3 B MOJA0OHBIX CITydasX.

Bospacm oemeti om 9 0o 12 nem

B nanHoM Bo3pacTe A€TH, Kak MpaBWIO, YK€ HACHBIIIAHBI O TOM, Kakas MH(popManus
cymectByeT B MHTepHeTe. COBEPIIEHHO HOPMAJIBHO, YTO OHM XOTAT 3TO YBHJETH, IPOYECTD,
ycnsimaTe. [Ipy 3TOM Hy»KHO HOMHMTB, YTO JOCTYN K HEKEIATEIbHBIM MaTepHalaM MO>KHO
JIeTKO 3a0J0KHPOBATh NMPH MOMOIIHU CPeACTB POINTENBECKOTO KOHTPOJIS.

CoBeTsl 110 0e30IacHOCTH I fAeTeit oT 9 no 12 ner

1.

2.

10.

11.

12.

13.
14.

Co3znaiite CUMCOK JAOMAIIHUX MPaBWI Tocemienuss NHTepHeT npu ydyacTuu JeTel u
TpeOyiTe ero BHIOTHEHUS.

Tpebyiite ot Bamero peberka coOIro1eHNsT HOPM HaXOKJICHHS 32 KOMITBIOTEPOM.
HaGmonaiite 3a pebeHkoM mpu paboTe 3a KOMIIBIOTEPOM, MOKAKUTE €My, 4TO BhI
OecroKkouTech 0 ero 0€30MacHOCTH U BCET]a TOTOBHI OKa3aTh €My ITOMOIIIb.
Kommprorep ¢ moakimoueHrnemM B VHTEpHET MODKEH HAXOIUTHCA B OOIIEH KOMHATE
IO/l IPUCMOTPOM POJUTEIIEH.

Hcnonw3yiiTe cpeacTBa OJOKHMPOBAHUS HEXKETATEIbHOTO KOHTEHTA KaK JIOTOJIHEHHE K
CTaHIapTHOMY PoauTensCckoMy KOHTPOIIIO.

He 3a0pIBaiiTe mpuHUMAaTh HEMOCPEICTBEHHOE YYaCTHE B KU3HU peOCHKA OeceoBaTh
C neThbMU 00 uX Apy3bsix B MHTEepHETE.

Hacrauaiite, 4TOOBI JE€TH HUKOT/Ia HE COTJAIIATKNCh HA JIUYHBIE BCTPEUH C JPY3bSIMU
o Unrepuery.

[To3BomsiiiTe JETSAM 3aXOJWTh TOJNBKO HAa CAMTBHI M3 «OEIOT0» CIHCKA, KOTOPBIM
CO3/1aliTe BMECTE C HUMH.

[Ipuyunte pereli HUKOrAA HE BbIIABATh JIMYHYIO HHGPOPMAIUIO CpPEACTBAMHU
JNIEKTPOHHOW TMOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIICHUSIMH,
pEerucTpalMoHHBIX (OpPM, JMUYHBIX NpoduUIe U MPU perucTpaluu Ha KOHKYPCHI B
WNHurepHere.

[Ipuyunrte nereit He 3arpykaTh mporpammbl 0e3 Bamero paspemenus. OObsicHHUTE
UM, YTO OHHM MOTYT CIIy4allHO 3arpy3uTh BUPYChl WU JAPYroe HEXKEIaTeIbHOEe
porpaMMHOE o0ecIieueHue.

Co3pmaiite Bamemy peOeHKy OrpaHMYEHHYIO YYETHYIO 3aluCh i paboThl Ha
KOMITBIOTEPE.

[Tpuyunte Bamero pebGeHka cooOm@arh BaM O JIOOBIX yIrpo3ax WM TPEBOrax,
CBsI3aHHBIX ¢ MHTepHeToM. HamomHuTe neTsM, 94To OHU B 0€30MacHOCTH, €CIIU CaMu
pacckasaiy BaM O CBOMX TPEBOTaxX U OMACEHUSX.

Pacckaxute netsim o mopHorpaduu B UHTEepHEeTE.

HacrauBaiiTe Ha TOM, 4TOOBI JETH MPEIOCTABIISUIA BaM JOCTYI K CBOCH 3JIEKTPOHHOM
mo4Te, YTOObI BBl YOSAMIUCH, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMIIAMH.



15. O0bsicHuTe  fAETAM, 4YTO HENb3s HCIOJNB30BaTh CETh JJISl  XYJIMTaHCTBA,
pacrpoCcTpaHeHUs CIUIETEH WIH yTPo3.

Bospacm oemeti om 13 0o 17 nem

B »TOM BO3pacTe MOAPOCTKM aKTHUBHO HCIOJB3YIOT IMOMCKOBBIE MAIllMHBI, MMOJIB3YIOTCS
AJIEKTPOHHOM IOYTOH, Ciy’K0aMU MTHOBEHHOIO0 OOMEHa COOOIICHHUSMH, CKaUMBAIOT MY3BIKY U
¢uibMbpl. ManbunkaM B 3TOM BoO3pacTe Oojbllle MO HpaBy CMETaTh BCE OTPaHUYEHHUs, OHU
KOKIYT TPyOOro IoMopa, a3apTHBIX MTP, KAPTUHOK «JUIA B3POCHBIX». J[€BOUKH MPENnOYUTAIOT
o0marecsi B Yarax, NP 3TOM OHM TOpazgo Ooyiee YyBCTBUTENbHBI K CEKCYaJbHBIM
JoMorarenbscTBam B MIHTepHeTe.

3auacTylo B JAaHHOM BO3pacTe POAUTENSAM YK€ BEChbMa CIOXKHO KOHTPOJIMPOBATH CBOMX
nerel, Tak kak 00 MIHTepHeTe OHM yXe 3HAIOT 3HaYMTEIbHO OoJblle cBOMX ponuTeneil. Tem He
MeHee, He OTITyCKaiTe JeTeil B «cBoOomHOe TuraBaHue» 1o Mareprery. CrapaiiTech aKTHBHO
y4acTBOBaTh B 001IeHNH pebeHka B VIHTepHeTe.

BaxHo mo-mpexxHeMy cTporo cobmoaate mnpaBwia MHTepHeT-0e30macHOCTH -
COIJIallIEHUE MEXAY POAMUTENSIMH U JAeTbMU. Kpome TOro, HeoOXOAMMO KaK MOXHO Yalle
IPOCMAaTPUBATh OTYETHI O JeATEIbHOCTH JeTel B MHTepHete. Cnenyer oOpaTuTh BHUMaHUE Ha
HEOOXOJUMOCTh COAEpPkKAHUSI POAUTEIBCKUX Maposiel (maposjeil aAMUHUCTPATOPOB) B CTPOTOM
ceKpeTre U 00paTUTh BHUMaHUE HAa CTPOTOCTh 3TUX MapoJieH.

CogeTsl 110 0€30MaCHOCTH B 3TOM Bo3pacte ot 13 g0 17 ner

1. Co3pgaiiTe CHUCOK JOMAIlHUX MpaBWI IocelleHus VIHTepHeTa mpW ydacTuu
MOJIPOCTKOB U TpeOyiiTe 6e3ycnoBHOro ero BhIMonHeHus. OOroBopure ¢ pebeHKOM
CIHMCOK 3allpelIeHHbIX CalWTOB («UEpHBIM CIHCOK»), Yackl paboTel B MHTepHerte,
PYKOBOJCTBO 110 001IeHnto B MIHTEpHETE (B TOM YHCIIE B UaTax).

2. KommploTep C TOJIKIOUEHUEM K ceTH VHTepHeT MOKEH HAXOIUThCs B OOIIen
KOMHarTe.

3. He 3a0sIBaiiTe OecenoBarh ¢ AeTbMHU 00 UX Jpy3bsix B MHTepHETE, O TOM, YeM OHH
3aHATBI TakUM o00pa3oM, OyATO peyb HIET O JAPY3bAX B peaTbHOUH KHU3HH.
CropamuBaiiTe 0 JIOASX, C KOTOPBIMH JI€TH OOINAIOTCS MOCPEACTBOM CIIykKO
MTHOBEHHOTO 0OMEHa COOOIIECHHUSIMHU, YTOOBI yOSTUTHCS, YTO ITH JIFOJIA UM 3HAKOMBI.

4. HWcnonw3yiiTe cpeacTBa OIOKUPOBAHMS HEKEIATEILHOTO KOHTEHTA KaK JOMOJHEHUE K
CTaHJIapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. HeoOxomumo 3HATh, KaKMMHU YaTaMu MOJdB3yIOTcs Bamm getn. [loomipsiite
UCIOJIb30BaHUE MOJECPUPYEMBIX YaTOB M HACTAaMBaWTE, YTOOBI JE€TH HE OOIIAIUCH B
MIPUBATHOM PEKUME.

6. HacrauBaiite Ha TOM, 4TOOBI JIE€TH HUKOT/IA HE BCTPEUATHUCH JIMYHO C JIPY3bSIMH U3
cetu UnTepHer.

7. IlpuyuuTe peTeii HE BBIJIaBaTh CBOIO JUYHYI0 HMH(POPMAIMIO CpPEIACTBAMHU
ANIEKTPOHHOW TMOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIICHHSIMH,
pEerucTpalMoHHBIX (OpM, JUYHBIX NpoduUIel U MpPU perucTpaluud Ha KOHKYPCHI B
WNHurepHere.

8. Ilpuyuute nereil He 3arpykath mporpammbl 0e3 Bamrero paspemenus. OObsicHUTE
MM, YTO OHHM MOTYT CIIy4ailHO 3arpy3uThb BHUPYCbl WU JPYroe HeEXelaTeIbHOe
MporpaMMHOE o0OecIieueHue.

9. Ilpuyunrte Bamero pebenka cooOmarb BaM O JIOOBIX Yrpo3ax WIH TPEBOrax,
CBsI3aHHBIX ¢ MHTepHeToM. HamomHuTe neTsM, 94TO OHU B 0€30MacHOCTH, €CIIU CaMu
pacckazaiy BaMm, O CBOMX yrpo3ax wid TpeBorax. [loxBamuTe MX M MOCOBETYHTE
MOJIONTH elle pa3 B MOJOOHBIX CIyYasX.



10. Pacckaxwure nmetsim o mopHorpadum B MuTeprere. IlomMoruTe MM 3amUTHTBCS OT
cnama. Hayuure noxpocTkoB He BblaBaTh B VIHTEpHETE CBOETrO peanbHOIO
JJIEKTPOHHOI'O aJpeca, HE OTBEYAaTh HA HEXKEIATENBHBIC IHMCbMAa M HCIOJIB30BATh
CreLMabHbIE TOYTOBbIE (DPUIBTPHI.

11. Ilpuyunre ceds 3HAKOMUTBHCS € callTaMM, KOTOPbIE MOCEIIAIOT MOJPOCTKH.

12. HayuuTte nereil yBaxkaTh Jpyrux B HHTEpHETE. Y O€IUTECH, YTO OHHU 3HAIOT O TOM, 4TO
IMpaBHJia XOPOIICTO MOBEACHW A [[Cf/iCTB}HOT BC31C — OaXC€ B BUPTyaJIbHOM MHUPCE.

13. O0bsicHuTE neTsIM, YTO HU B KOEM Cclyyae HeJb3s ucnonb3oBaTh CeTh A
XYJUTaHCTBa, paCpOCTpaHCHUA CIVICTCH WJIN YI'PO3 APYTHUM JTIOAAM.

14. O6cyaure ¢ MOAPOCTKaMU MPOOIEMbI CETEBBIX a3apTHBIX UIP U MX BO3MOXHBII PUCK.
HaHOMHI/ITC, 4TO ACTH HC MOT'YT UI'PAThb B 3TU UI'PbI COIJIACHO 3aKOHY.

[MocrostHHO KOHTpONMpy#HTe wHcmoinb3oBanue MHTepHera Bammm pebGerkom! Dto He
HapylLIeHHE €ro JIMYHOTO MPOCTPAHCTBA, a MEpa MPEeIOCTOPOKHOCTH W TpOsiBIeHHE Barueit
POIUTENTHCKOW OTBETCTBEHHOCTH U 3200THI.



